The 5 most common HIPAA -
compliance mistakes and
how to overcome them
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Today’s Objectives

e Understand key requirements of HIPAA requirements
e Discuss Why HIPAA can’t be ignored in 2019
e Discuss common HIPAA Mistakes in 2018

e Understand simple steps to overcome common HIPAA mistakes
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Health Insurance Portability and Accountability Act
(HIPAA) of 1996

First attempt at development of federal rules and regulations to protect the
privacy and security of Protected Health Information (PHI)

1996 - HIPAA 2005 - Security 2013 - Final
Regulation Rule Mandated ARRA/HITECH Provision
Enacted on Privacy and Security
2003 - Privacy 2009 - Interim
Rule Mandated ARRA/HITECH Provision

on Privacy and Security
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What is HHS Looking at?

In addition to requesting broad input on the HIPAA Rules, the RFI also seeks
comments on specific areas of the HIPAA Privacy Rule, including:

e Encouraging information-sharing for treatment and care coordination

e Facilitating parental involvement in care

» Addressing the opioid crisis and serious mental iliness

e Accounting for disclosures of PHI for treatment, payment, and health care
operations as required by the HITECH Act

e Changing the current requirement for certain providers to make a good faith

effort to obtain an acknowledgment of receipt of the Notice of Privacy Prac-
tices
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Tell Me!

Today...
How Confident are you in
your organization’s HIPAA Compliance?

O | HiBAA % Jotform



Tell Me!

What are your biggest barriers to
feeling confident about your
HIPAA Compliance Program
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The Truthls
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HIPAA
Expectations...

Have created confusion and
misunderstanding across
organizations
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|
Lets

Talk...

Common Confusion and
Misunderstanding with HIPAA
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My organization is compliant because
we have our Notice of Privacy Practices
created and provide it to patients
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We created policies and procedures in
2003 and 2005 and don't need to do
anything else
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My organization has great practices
when it comes to HIPAA and we don'’t
have to write them down
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My organization is too small to have to
Implement all the HIPAA documentation
requirements
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My Electronic Record Vendor Took Care
of Everything | Need to Do with Privacy
and Security
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| purchased a HIPAA Compliance
Manual and it is all | need to have a
compliant HIPAA program!
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We educated our workforce on
HIPAA previously and don’t need
to do it again!
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HIPAA in the EVERY News



Data Breach Update

e Data Breaches continue to rise at an alarming rate

e Cybersecurity has created more threats to healthcare organizations
e 2569 Large Scale Data Breaches since September 2009

e 167,551,371 Individuals Impacted

2019 (so far) - 22 = 2011 -196
» 2013 - 274 = 2016 - 327
= 2018 — 366 = 2010 - 198
= 2012 - 208 = 2015 - 269
= 2017 -359 = 2009-18

= 2014 - 295\

e Theft & Loss are still the leading causes of healthcare data breaches
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Source: https://www.hipaajournal.com/analysis-of-healthcare-data-breaches/
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The 5 Most Common
HIPAA-Compliance Mistakes
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Mistake #1:
Missing Organization Specific
Policies and Procedures

7 Jotform



HIPAA...

Without a
Solid
Foundation
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HIPAA's Policy and Procedure Requirements

e Privacy Rule Documentation Requirement — A covered entity must develop and implement
written privacy policies and procedures that are consistent with the Privacy Rule Require-
ments

e Security Rule Documentation Requirement — Maintain the policies and procedures imple-
mented to comply with the requlations in written (which may be electronic) form; and (ii) if
an action, activity or assessment is required by this subpart to be documented, maintain a
written (which may be electronic) record of the action, activity, or assessment

e Breach Notification Rule Documentation Requirement — A covered entity is required to
comply with the administrative requirements of the HIPAA Privacy Rule
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How to be specifically Vague...

Sample Statement from P&Ps Specifically Vague...

“A risk analysis will be conducted “A risk analysis will be conducted
in June and December every year. annually, with major technology
The risk analysis report will be changes, or updates to

provided to the Organization’s regulations. The risk analysis
Board of Directors within 10 days of report will be provided to the

the conclusion of the Risk Organization’s Board of
Analysis.” Directors at the conclusion of the

Risk Analysis Report Generation.”
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Allergy practice pays $125,000 to settle doctor’s
disclosure of patient information to a reporter

Allergy Associates of Hartford, P.C. (Allergy Associates), has agreed to pay $125,000 to the Office for
Civil Rights (OCR) at the U.S. Department of Health and Human Services (HHS) and to adopt a
corrective action plan to settle potential violations of the Health Insurance Portability and Accountability
Act (HIPAA) Privacy Rule. Allergy Associates is a health care practice that specializes in treating
individuals with allergies, and is comprised of three doctors at four locations across Connecticut.

In February 2015, a patient of Allergy Associates contacted a local television station to speak about a
dispute that had occurred between the patient and an Allergy Associates’ doctor. The reporter
subsequently contacted the doctor for comment and the doctor impermissibly disclosed the patient's
protected health information to the reporter.

OCR’s investigation found that the doctor’s discussion with the reporter demonstrated a reckless
disregard for the patient’s privacy rights and that the disclosure occurred after the doctor was instructed
by Allergy Associates’ Privacy Officer to either not respond to the media or respond with “no comment.”
Additionally, OCR's investigation revealed that Allergy Associates failed to take any disciplinary action
against the doctor or take any corrective action following the impermissible disclosure to the media.

“When a patient complains about a medical practice, doctors cannot respond by disclosing private
patient information to the media,” said OCR Director Roger Severino. “Because egregious disclosures
can lead to substantial penalties, covered entities need to pay close attention to HIPAA's privacy rules,
especially when responding to press inquiries.”

ID I_A N E T Source: https://www.hhs.gov/about/news/2018/11/26/allergy-practice-pays-125000-to-settle-doctors-disclosure-of-patient-information-to-a-reporter.nhtml ,’ tf
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Allergy practice pays $125,000 to settle doctor’s
disclosure of patient information to a reporter

Y. Corrective Action Obligations
Allergy Associates agrees to the following:
A. Policies and Procedures

1. Allergy Associates shall develop, maintain, and revise, as necessary, its written
policies and procedures to comply with the Federal standards that govem the privacy of
individually identifiable health information (45 C.F.R. Part 160 and Subparts A and E of Part

164, the “Privacy Rule™). Allergy Associates’ policies and procedures shall address, but not be
limited to, the Covered Conduct specified in paragraph 1.2 of the Agreement.

2. Allergy Associates shall provide such policies and procedures, consistent with

paragraph 1 above, to HHS within sixty (60) days of the Effective Date for review and approval.

Upon receiving any recommended changes to such policies and procedures from HHS, Allergy
Associates shall have thirty (30) days to revise such policies and procedures accordingly and
provide the revised policies and procedures to HHS for review and approval.

3. Allergy Associates shall implement such policies and procedures within thirty
(30) days of receipt of HHS" approval,

1. Allergy Associates shall distribute the policies and procedures identified in
section V.A. to all members of the workforce within thirty (30) days of HHS approval of such
policies and to new members of the workforce within thirty (30) days of their beginning of
service,

2. Allergy Associates shall require, at the time of distribution of such policies and
procedures, a signed written or electronic initial compliance certification from all members of the
workforce stating that the workforce members have read, understand, and shall abide by such
policies and procedures.

3. Allergy Associates shall assess, update, and revise, as necessary, the policies and
procedures at least annually or as needed. Covered Entity shall provide such revised policies and
procedures to HHS for review and approval. Within thirty (30) days of the effective date of any
approved substantive revisions, Covered Entity shall distribute such revised policies and
procedures to all members of its workforce and shall require new compliance certifications.
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Mistake #2:
Not having a Regular Process for
Conducting a Risk Analysis &
Mitigation Of Identified Risks
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Over 95% of all HIPAA Corrective
Action Plan indicate that thereis a
missing or insufficient Risk Analysis
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HIPAA Risk Analysis HIPAA Risk Management

e Conduct an accurate and thorough assess- e Implement security measures sufficient to re-
ment of the potential risks and vulnerability to duce risks and vulnerabilities to a reasonable
the confidentiality,integrity, and availability of and appropriate level

ePHI held by the covered entity
» Basic Steps to Risk Management

e Purpose of the Risk Analysis
e Plan Development

e Identify potential risks to the organization
e Implementation

o Mitigate threats and vulnerabilities
e Evaluation and Monitoring

e Reduce and/or prevent potential breaches
of ePHI
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Sample Risk Analysis Steps

1.ldentify the scope of the analysis (Understand Systems with Protected Health
Information).

2.ldentify and document potential threats and vulnerabilities.
3.Assess current security measures.

4.Determine the likelihood of threat occurrence.

5.Determine the potential impact of threat occurrence.
6.Determine the level of risk (Likelihood + Impact = Risk).

/.Identify security measures and finalize documentation.

/ )) PLANET ' . . . . .
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Five breaches add up to millions in settlement
costs for entity that failed to heed HIPAA's risk
analysis and risk management rules

Fresenius Medical Care North America (FMCNA) has agreed to pay $3.5 million to the U.S.
Department of Health and Human Services (HHS) Office for Civil Rights (OCR), and to adopt a
comprehensive corrective action plan, in order to settle potential violations of the Health Insurance
Portability and Accountability Act (HIPAA) Privacy and Security Rules. FMCNA is a provider of products
and services for people with chronic kidney failure with over 60,000 employees that serves over
170,000 patients. FMCNA's network is comprised of dialysis facilities, outpatient cardiac and vascular
labs, and urgent care centers, as well as hospitalist and post-acute providers.

On January 21, 2013, FMCNA filed five separate breach reports for separate incidents occurring
between February 23, 2012 and July 18, 2012 implicating the electronic protected health information
(ePHI) of five separate FMCNA owned covered entities (FMCNA covered entities).

The five locations of the breaches were Bio-Medical Applications of Florida, Inc. d/b/a Fresenius
Medical Care Duval Facility in Jacksonville, Florida (FMC Duval Facility); Bio-Medical Applications of
Alabama, Inc. d/b/a Fresenius Medical Care Magnolia Grove in Semmes, Alabama (FMC Magnolia
Grove Facility); Renal Dimensions, LLC d/b/a Fresenius Medical Care Ak-Chin in Maricopa, Arizona
(FMC Ak-Chin Facility); Fresenius Vascular Care Augusta, LLC (FVC Augusta); and WSKC Dialysis
Services, Inc. d/bfa Fresenius Medical Care Blue Island Dialysis (FMC Blue Island Facility).

OCR's investigation revealed FMCNA covered entities failed to conduct an accurate and thorough risk
analysis of potential risks and vulnerabilities to the confidentiality, integrity, and availability of all of its
ePHI.

ID I_A N E T Source: https://www.hhs.gov/about/news/2018/02/01/five-breaches-add-millions-settlement-costs-entity-failed-heed-hipaa-s-risk-analysis-and-risk.html ,’ tf
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Five breaches add up to millions in settlement
costs for entity that failed to heed HIPAA’s risk
analysis and risk management rules

receiving notice of required revisions to the ]
and a description of any required changes to
FMCNA Covered Entities shall have sixty (
revise their Risk Analysis accordingly and s
Analysis to HHS for review and approval. 1

review process shall continue until HHS ap)
Analysis.
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Source: https://www.hhs.gov/sites/default/files/fresenius-racap.pdf
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Mistake #3:
Lack of Employee
HIPAA Education
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Employees and human error often top the list as the healthcare
sector’s biggest threat.
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HIPAA's Policy and Procedure Requirements

e Privacy Rule Documentation Requirement - A covered entity must train all
members of its workforce on the policies and procedures with respect to protected
health information required by the privacy rule and as necessary and appropriate
for the members of the workforce to carry out their functions within the covered
entity.

e Security Rule Documentation Requirement - Implement a security awareness and
training program for all members of the workforce (even management)

e Periodic Updates (A) -provide periodic security updates

e Breach Notification Rule Documentation Requirement - A covered entity must
train all workforce members on the breach notification policy and procedures
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Building a Strong HIPAA Training Program

e Establish a schedule
e Stay consistent
e Provide annual “big” HIPAA Training

e Test the Knowledge

Provide Periodic Update

Create a written policy and procedure

Have an easy process for questions from workforce

Maintain documentation
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Careless handling of HIV information jeopardizes
patient’s privacy, costs entity $387k

St. Luke’s-Roosevelt Hospital Center Inc. (St. Luke’s) has paid the U.S. Department of Health and
Human Services (HHS) $387,200 to settle potential violations of the Health Insurance Portability and
Accountability Act of 1996 (HIPAA) Privacy Rule and agreed to implement a comprehensive corrective
action plan. St. Luke's operates the Institute for Advanced Medicine, formerly Spencer Cox Center for
Health (the Spencer Cox Center), which provides comprehensive health services to persons living with
HIV or AIDS and other chronic diseases. St. Luke's is 1 of 7 hospitals that comprise the Mount Sinai
Health System (MSHS).

In September 2014, the HHS Office for Civil Rights (OCR) received a complaint alleging that a staff
member from the Spencer Cox Center impermissibly disclosed the complainant’s protected health
information (PHI) to the complainant’s employer. This impermissible disclosure included sensitive
information concerning HIV status, medical care, sexually transmitted diseases, medications, sexual
orientation, mental health diagnosis, and physical abuse. OCR's subsequent investigation revealed that
staff at the Spencer Cox Center impermissibly faxed the patient’s PHI to his employer rather than
sending it to the requested personal post office box. Additionally, OCR discovered that the Spencer
Cox Center was responsible for a related breach of sensitive information that occurred nine months
prior to the aforementioned incident but had not addressed the vulnerabilities in their compliance
program to prevent impermissible disclosures.

“Individuals cannot trust in a health care system that does not appropriately safeguard their most
sensitive PHI,” said Roger Severino, OCR director. “Covered entities and business associates have the
responsibility under HIPAA to both identify and actually implement these safeguards. In exercising its
enforcement authority, OCR takes into consideration aggravating factors such as the nature and extent
of the harm caused by failure to comply with HIPAA requirements.”

O |Fi
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Careless handling of HIV information jeopardizes
patient’s privacy, costs entity $387k

C. Training

1. St. Luke's shall review and revise, as necessary, its current training materials to 4. Each workforce member who is required to attend training shall certify, in
include instructions on safeguarding PHI when providing individuals such information, which electronic or written form, that he or she has received the training. The training certification
shall include instructions on providing individuals with such information by mail, fax, or other shall specify the date training was received. All course materials shall be retained in compliance
electronic transmission. St. Luke's shall provide HHS with the training materials for all -with Section VIL
workforce members within thirty (30) calendar days of the Effective Date. HHS shall provide _ )
any comments on or approve the training materials within sixty (60) calendar days of receipt. 5. St. Luke’s shall review the training at least annually, and, where appropriate,

: update the training to reflect changes in Federal law or HHS guidance, any issues discovered

2. Upon receiving notice from HHS specifying any required changes, St. Luke's during audits or reviews, and any other relevant developments.
shall make the required changes and provide revised training materials to HHS within thirty (30) I _ ) Al
calendar days. HHS shall provide any further comments on or approve the revised materials 6. St. Luke’s shall not provide access to PHI to any member of its workforce if that
within thirty (30) calendar days of receipt. This process shall continue until HHS approves the workforce member has not s‘lgned.nr. provided the written or electronic '“‘-Tﬂﬁmﬁﬂ Ireqmred by
training materials. : - Paragraph V.B.2 of this section within three (3) months of distribution of such policies and

procedures to the members of its workforce, but in any event ne later than January 31, 2018.
3. Upon receiving approval from HHS, 8t. Luke's shall provide training using the
approved training materials for all workforce members within the later of sixty (60) calendar
days of HHS' approval or by October 31, 2017. St. Luke’s shall also provide training using the
approved training materials at least every twelve (12) months thereafter. St. Luke's shall also
provide such training to each workforce member that is responsible for faxing and transmitting
PHI within thirty (30) calendar days of the commencement of such workforce member's service.

/J)’ ‘ El_lApl\AlEK Source: https://www.hhs.gov/sites/default/files/st-lukes-signed-ra-cap.pdf {/ Jotform
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Mistake #4:
Not Establishing
Business Associate
Agreements
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What is a Business Associate?

e A "business associate” is a person or entity that performs certain functions or activities
that involve the use or disclosure of protected health information on behalf of, or provides
services to, a covered entity.

e An individual or organization that creates, receives, maintains, or transmits protected health
information on behalf of a covered entity

» Provides legal, actuarial, accounting, consulting, data aggregation, management,
administrative, accreditation, or financial services to or for a covered entity, if the service
involves the disclosure of PHI.

e Mere Conduits — narrow definition and only apply to courier services such as the Postal
Service or Internet Service Provider
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Requirements of a Business Associate Agreement

o Describe the permitted and required uses of protected health information by the business associate

e Provide that the business associate will not use or further disclose the protected health information
other than as permitted or required by the contract or as required by law

e Require the business associate to use appropriate safeguards to prevent a use or disclosure of the
protected health information other than as provided for by the contract.

e Where a covered entity knows of a material breach or violation by the business associate of the
contract or agreement, the covered entity is required to take reasonable steps to cure the breach or
end the violation, and if such steps are unsuccessful, to terminate the contract or arrangement.

« If termination of the contract or agreement is not feasible, a covered entity is required to report the
problem to the Department of Health and Human Services (HHS) Office for Civil Rights (OCR).

/)) PLANET R . ] . . . o
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Florida contractor physicians’ group shares
protected health information with unknown vendor
without a business associate agreement

Advanced Care Hospitalists PL (ACH) has agreed to pay $500,000 to the Office for Civil Rights (OCR)
of the U.S. Department of Health and Human Services (HHS) and to adopt a substantial corrective
action plan to settle potential violations of the Health Insurance Portability and Accountability Act
(HIPAA) Privacy and Security Rules. ACH provides contracted internal medicine physicians to hospitals
and nursing homes in west central Florida. ACH provided services to more than 20,000 patients
annually and employed between 39 and 46 individuals during the relevant timeframe.

Between November 2011 and June 2012, ACH engaged the services of an individual that represented
himself to be a representative of a Florida-based company named Doctor's First Choice Billings, Inc.
(First Choice). The individual provided medical billing services to ACH using First Choice’s name and
website, but allegedly without any knowledge or permission of First Choice’s owner.

On February 11, 2014, a local hospital notified ACGH that patient information was viewable on the First
Choice website, including name, date of birth and social security number. In response, ACH was able
to identify at least 400 affected individuals and asked First Choice to remove the protected health
information from its website. ACH filed a breach notification report with OCR on April 11, 2014, stating
that 400 individuals were affected; however, after further investigation, ACH filed a supplemental
breach report stating that an additional 8,855 patients could have been affected.
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Mistake #5:
Lack of Use of
Technical Safeguards
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HIPAA is a ‘Technology
Neutral’ Regulation

HIPAA is scalable and allows
for flexibility

Interpretation is not to use technology
to support compliance
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Addressable v. Required

e Standards are broken up into two categories (45 CRF 164.306(d))

e Addressable — the covered entity must assess the reasonableness and appropriateness of the safe-
guard to protect the entity’s ePHI

e The size, complexity and capability of the covered entity

e The covered entity technical infrastructure, hardware, and software security capabilities
e The costs of security measures

e The probability and criticality of potential risks to ePHI.

e Required - the covered entity must comply with the standard and implement policies and/or proce-
dures that meet the requirement
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Examples How Technology Can Support Compliance

Encryption for Data at Rest (computers, server)

Encryption for Data in Motion (e-mail)

Notification of Inactive Users

Usernames and Passwords

Intrusion Detection Software

e Update to Date Antivirus Solution
e Strong Firewall

e Backup Solutions
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forms are useful for registering new patients, obtaining consent, conducting customer surveys, and taking
payments. Web forms streamline data collection, allow patient information to be sent to EHRs or other
internal systems quickly and efficiently, and they can improve the patient experience.

HIPAA covered entities that have the resources can create online forms manually; however, those that lack
staff with the necessary skills or have to create large numbers of forms will benefit from using online form
software to speed up the process of creating online forms.

Is JotForm HIPAA Col
JotForm is one of the most pop!
can the software be used by he

JotForm protects customer dat:
storage and transmission. The s

Importantly, in addition to provic
with HIPAA covered entities tha

JotForm, it is a a HIPAA compliant online form solution for healthcare organizations and can be used in

connection with ePHI.
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ENCRYPTION

@ ‘ HIPAA Z Jotform



Unsure of how you are doing
With HIPAA Compliance

Try Out our Free HIPAA Check Up

https://www.planethipaa.com/hipaa-checkup
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